Risk Engineering
Helping our customers understand and
protect themselves from risk

Organisations today operate in an increasingly
complex and challenging risk environment.
These risks threaten both the short-term delivery of
objectives and ultimately the medium to longer term
ability of an organisation to survive and thrive.
Today, the public sector is changing faster than ever – and with change
comes risk. Public service and civil society organisations are increasingly
confronted by a growing range of new areas of vulnerability, such as
complex supply chains, the interconnectivity of new technology, funding
reductions and civil unrest. Taken against a backdrop of a challenging
global risk environment, unpredictable severe weather events and
unprecedented levels of organisational flux, this ‘perfect storm’ scenario
poses real risks to the long term resilience of our public services in
responding to major challenges in the future.
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Recent figures show:
• Significant business
continuity events are
now occurring once
every 5 years
• Nationally 73% of
organisations suffered
a supply chain failure
during 2012
• HM Government’s Cost
of Cyber-crime report,
estimates that the
economic cost of
cyber-crime to the
government is £2.2bn
per annum and to UK
businesses £21bn
per annum.

Understanding customer needs
OUR Risk Engineering TEAM takes a comprehensive view of the
risks that affect our customers.
Our support is designed to help make effective decisions in identifying and
assessing the types of risks that threaten an organisation’s viability and assist in
defining appropriate improvement strategies. Our aim is to form a collaborative
partnership with customers to help them understand and protect themselves
from risk. This requires a deep market understanding supported by decades
of risk engineering expertise. Armed with the latest tools to assess risk,
we will help our customers achieve their goals, by targeting risk management
programmes where they will have the greatest impact and minimise the total
cost of risk. Large or small organisations, our services are flexible to our
customer needs.
When it comes to Strategic Risk Management, we work alongside key
decision-makers to help identify and mitigate any threats to the organisation’s
success while exploiting the potential of this process to offer opportunities to
make innovations and performance improvements.
We also support customers with their day-to-day activities by providing
Operational Risk Management analyses of the assets and activities they handle.
This may involve making inspections and producing reports or offering
training courses and seminars to equip staff to handle risk identification
and management of the processes themselves.
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Practical solutions
that deliver results
Access to risk insights

Accredited training

Efficient flow of up to date information is
vital to enable the assessment of risks that
customers face. We help our customers
stay up to date with relevant legislative,
regulatory and technological developments
that can impact upon their operations.

We can provide a wide range of industry
recognised training courses or work with
our customers to build bespoke learning
and development campaigns. Many of our
solutions are accredited by industry bodies
such as IOSH (the Institute of Occupational
Safety and Health).

SUPPLY CHAIN

CYBER RISK

The Risk Management Cycle

Identification

Assessment

Monitor

Transfer

Evaluation
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FLOOD

MAJOR INCIDENT

Risk Topics
Knowledge is our most important resource.
Our experts have developed over 500
technical data sheets that cover the whole
spectrum of risk, including property, general
liability, food safety, employers liability,
environmental issues, business interruption,
safety and process management, standards
and regulations and new technologies.
Through continuous engagement we
strive to keep our customers up-to-date
on developments as well as changes
in legislation.

Overview of services

Solving emerging risk issues through knowledge,
expertise and close collaboration

Strategic Risk – Overview
The Strategic Risk Team comprises of risk specialists who focus on risk and resilience issues at
the Board and management level and at an organisational level.
What does the Team provide?
We deliver a range of services including the
following areas:
•
•
•
•
•
•
•

Enterprise (Strategic Risk) management.
Business continuity management.
Supply chain risk assessment.
Project and partnership risk assessment.
Professional Indemnity diagnostics.
Business interruption and loss modelling.
Information Risk including data security and privacy.

Examples of services
Enterprise Risk Management
The majority of our work at a management team level is
tailored to the organisation in question and the systems
and processes to which they operate. Examples of our
Risk Management delivery include:
1. Risk identification and prioritisation exercises/risk
refresh sessions.
2. Risk health check (comparing process to
standards/what works well/risk gaps).
3. Detailed risk analysis and risk diagnostic exercises
of key areas of activity.
4. Risk mitigation planning.
5. Training managers.
6. Board and Audit Committee training/awareness.
7. Drafting risk strategies/simplifying risk strategies/
creation of risk toolkits for certain management
areas e.g. considering policy decisions/schools.
There are many derivatives of the above depending on
the client requirements and we can be flexible to meet
your needs.

Business Continuity MANAGEMENT
Significant continuity events are now described as a once
in a five year occurrence. We can support organisations in
this area in a variety of ways:
• Business Impact analysis – determine critical business
areas and key threats.
• Work Area Analysis – specific business requirements in
a crisis situation.
• Business Continuity Planning strategy development.
• Detailed planning sessions.
• Scenario workshops.
• Business Continuity Plan review/audit.
• Business Interruption Modelling – mapping
interdependencies in the value chain and
modelling disruptions.
• Training.
• Policy drafting.
Partnership risk ASSESSMENT
• Identification of risk in partnerships.
• Acting as impartial facilitator.
• Partnership governance frameworks.
• Partnership risk mitigation.
Project risk support
• Facilitating project initiation events (a key feature of
which is risk).
• Conducting risk reviews of the way the organisation
manages their projects.
• Supporting the development of business cases.
Supply chain RISK assessment
• Supply chain mapping – understanding critical suppliers.
• Supply chain risk assessment.
• Supply chain mitigation.
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Casualty Risk – Overview
Minimising the potential for accidents, ill-health and other adverse events to reduce the
total cost of risk is key to containing insurance spend.
What does the Casualty
Team provide?
Our Casualty Team provides a range of solutions across
the public sector in relation to the management of:
• occupational health and safety and other liability risks
• motor fleet (or work-related road risk).

Examples of Services
occupational health and safety
Our range of services includes:
• Strategic and compliance auditing – to assess
occupational health and safety management systems
against chosen performance standards.
• Specific hazard management review – to assess the
effectiveness of implemented strategies/preventative
controls for specific hazards (e.g. slips and trips,
working at height etc.).
• Risk assessment – to measure the effectiveness of
implemented risk assessment methods and provide
guidance on strategy development.
• Accident management – includes support for claims
defensibility reviews/workshops and accident
investigation training.
• Occupational health – to assess the effectiveness
of implemented strategies, identifying potential
occupational disease exposures and specific hazards
(e.g. noise, vibration).
• Bespoke training – including the review and development
of training materials, as well as the provision of a wide
range of training courses for directors, managers,
supervisors and others. Examples include:
– Risk management in housing, outdoor/indoor leisure.
– Risk assessment.
– Managing Substances Hazardous to Health.
– Managing contractors and partnerships.
– Working at height.
– Events management.
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– Accredited training – the provision of Institution of
Occupational Safety and Health (IOSH) accredited
training courses.
Other diverse liability services include a range of
support for those in the public sector including:
• Highways and housing – the review of current
policies, procedures, inspection regimes and
maintenance programmes.
• Corporate safety inspection regimes – the review of
corporate and departmental procedures to determine
if inspections are being carried effectively.
• Water and open spaces – covering coastal areas,
harbours, rivers, lakes, parks, recreational areas and
car parks.
motor fleet
Our broad range of motor fleet services includes:
• Strategic and compliance Auditing – to assess
work-related road risk management systems against
chosen performance standards.
• Zurich Driver Solutions (on-line) – including:
– competency checks – to assess check the
comprehension of policies and procedures by
individual drivers.
– licence checks – to verify check drivers’ licence
details are correct and valid.
– risk assessment – providing comprehensive
analysis of driver, journey and vehicle,
and individual competencies.
– collision tracking – to understand root causes
of collisions, including on-line data
management/integration.
• Risk management interventions – including other
online interventions and workshops.
• In-vehicle coaching – designed to address an individual
driver’s needs.
• Zurich Fleet Intelligence – a full telematics solution
using real-time driver information to assist with
management decisions for improving fleet risk.

Property Risk – Overview
The Property Risk Team incorporate specialists who focus on property risk management
from fire, theft, storm, flood and other specific areas such as business interruption.
We help customers identify potential vulnerabilities with buildings and property.
What does the TEAM PROVIDE?
We deliver a range of services that include the
following areas:
• Fire and perils surveys including estimation
maximum loss potential.
• Risk grading and benchmarking.
• Security and theft assessments.
• Reinstatement cost surveys.
• Computer facilities risk surveys.
• Business interruption assessments.
• Training.
• Building design reviews.

Examples of Services
The Property Risk Team have a range of services available
to our customers including:
Fire Surveys
The survey identifies and comments on:
• Site location, spread of buildings and exposure from
the surroundings.
• Brief details of construction and occupation,
concentrating on features affecting the fire risk.
• Flammable liquids and hazardous materials use
and storage.
• Overview of building services and potential fire risks.
• Fire extinguishing appliances, automatic fire detection,
fire fighting water supplies and any sprinkler protection
or gas extinguishing systems.
• Fire Brigade attendance and access.
• Management procedures including risk assessment,
fire safety training, housekeeping and control
of contractors.
• Security against arson.
Security Surveys
The survey starts with interviews of key staff, for example,
the security manager, finance director and computer
manager, to develop an understanding of how the
premises are used and operated. This is followed by
a detailed inspection. Photographs can be taken to
highlight areas of vulnerability subject to agreement
by the customer.

The survey identifies and comments on:
• Site security and access points.
• Physical security of the building to include
construction, doors and windows.
• Access to the building both inside and outside normal
working hours.
• Electronic protection devices such as intruder alarms
and CCTV.
• Management procedures for locking up, key control
and staff instructions.
• Cash retention, safes and valuable equipment.
• Vulnerable areas within the building.
Reinstatement Cost Surveys
The reinstatement cost assessments surveys will
be based on:
•
•
•
•
•

Size and type of property.
Construction.
Permanent fixtures and fittings.
Geographical element.
Inflation.

Computer Facilities reviews
This survey helps the organisation to make reasonable
changes and implement systems, where required,
that improve fire prevention and the security of the
computer facilities.
The survey identifies and comments on:
• The adequacy of fire detection and fire
protection systems.
• Construction and fire separation of the computer area.
• Cable protection arrangements.
• Access control systems.
• Risk of damage from water ingress.
• Security systems, including CCTV and intruder
alarm protection.
• A review of emergency back-up procedures.
Training Courses
Our Property Risk training covers:
•
•
•
•
•

Why the Fire Safety Order has been produced.
The scope of the Fire Safety Order.
The required involvement of the customer.
A desktop exercise in carrying out a risk assessment.
An on-site risk assessment at a location selected by
the customer and agreed with the presenter.
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Specialist Operations – Overview
The Specialist Operations Team within Risk Engineering comprises of a collection of
national teams with specialist sector or industry focus.
Fire Protection Engineers – typically recruited from the fire protection systems industry.
These engineers have an intimate understanding of the design and operation of fire
sprinkler systems and other active fire protection media such as gaseous extinguishment
systems which they use to help customers select, design and maintain fully effective
active fire protection systems.
What does this TEAM PROVIDE?
• Machinery breakdown
• Fire protection systems evaluations

EXAMPLES OF SERVICES
Machinery Breakdown
Complementing the core property and business
interruption services the Team can offer bespoke
machinery breakdown services that analyse and
evaluate plant items critical to operation and review
the effectiveness of predictive and preventative
maintenance programmes as well as continuity plans.
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Fire Protection
To ensure that active fire protection systems
in premises such as sprinklers and gaseous
extinguishment are designed, installed and
maintained effectively for the occupation and
compliant with relevant industry standards our
Fire Protection Engineers can provide services that
review and test current installations, support the
specification and design of new installations and
support training of local personnel responsible for
maintaining and testing systems.

Summary
• We can provide risk management guidance and support that covers the whole spectrum
of risk – from general liability to business interruption, from safety and security through to
information management – we provide tailored solutions to meet our customers needs.
• All our strategic and operational risk professionals are specialists in their discipline with
in-depth knowledge and expertise in their chosen fields.
• We work within a quality assurance framework assessed and certified to meet the
requirements of ISO9001; 2008.
• Our risk professionals are experienced in engaging and delivering solutions effectively
at all levels of an organisation.
• We help our customers to identify threats to their organisational success, whilst
offering opportunities to make innovations and performance improvements.
• We can provide a wide range of risk solutions to our customers from industry
recognised training courses, through to support in building bespoke learning and
development initiatives.

For more information about our risk solutions PLEASE CONTACT YOUR
USUAL ZURICH MUNICIPAL CONTACT.
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Risk specialists
We directly employ risk specialists who have in-depth knowledge, experience
and expertise to understand and assess our customers risk management
requirements. All our risk professionals are specialists in their discipline.
With their up-to-date technical knowledge, they can develop the most effective risk
management solutions and keep customers informed of relevant regulatory
developments as well as new and emerging risks.

The quality, breadth and depth 
of our service and freshness of
our propositions, have resulted
in our teams being recognised
with six industry awards since
2011, including:
• Outstanding Contribution to the
Industry – at the Risk Management
Professional awards 2011.
• Highly commended, in the category
of Risk Management Service Provider
at the Global Risk Awards 2013.

winner

10

local expertise WITH A GLOBAL NETWORK
• In the United Kingdom and Ireland, we have
150 Strategic and Operational Risk professionals
who cumulatively possess nearly 3,000 years of
Risk experience.
• We have over 75 years’ experience and employ
specialists hired from industry who bring the
in-depth knowledge and experience needed
to understand risk in your organisations.
So chances are, if we can’t address your Risk
questions locally – then invariably a colleague
in our network will be able to respond.
• We have one of the largest in-house
multi-discipline safety and risk management
teams, with over 900 Risk specialists operating
within Zurich.

Quality Assurance
To ensure consistent quality of service our Risk Professionals
are trained to our exacting Q2P (qualified to perform) global
competency standards, utilise a single global reporting platform
GREW (Global Risk Engineering Workstation) and work in
accordance with a formal quality assurance framework. In the
UK this framework is also assessed and certified as meeting the
requirements of ISO9001:2008 for quality assurance purposes.
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